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Our Mission

To ensure no cybersecurity
event results in a significant
operational safety incident!




NAV CANADA Proprietary / Propriété exclusive

But...

We are also concerned about:

 Reputational Harm

* Service Disruption

* Private and Sensitive Information
e Resiliency and Recovery




Recover

+ Ensure recovery planning
processes are implemented
correctly company-wide

« Coordinate internal and
external communications
during and after
cybersecurity incidents
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Three Key Concepts

1. Business and Operational
Convergence

2. Risk Based Approach

3. CyberIs A Team Sport




Challenges

. Original Intent

. Complexity
. Asset Management
. Authentication

. Time To Mitigation
. Traditional Controls May Not Apply
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Lifespan
Inter-connectivity

Monitoring




Threats
e

.Soclal Engineering : Supply Chain . Al-Powered

Ransomware Internet of Thmg and

Attacks (IOT) Vulnerabllmes Phishing Attacks Attacks . Cyber Threats
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Advanced : : :
Persistent i Zero-Day : Cloud Security : Mobile Malware : Insider Threats
Threats (APTs) : Explo:ts ; Risks i and Vulnerabilities :
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Artificial Advanced ! . ; .
Intelligence (Al) : Data Breachesand :  Phishing : Nation-State : Cryptocurrency-
Misuse . Privacy Violations : Techniques : Cyber Attacks : Related Threats
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What We See

Top Four:
 Ransomware

* Denial Of Service
* Malware

e Human Error
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Strategic Focus

Privileged Passwora
Management

Access and Authentication
Patch Management

Next Gen Perimeter
Security

DevlLan 2.0

Endpoint Detection and
Response

Secure Remote Management
Improved Monitoring and
Detection

Awareness and Training



v Program

* Penetration Testing

* Vulnerability Assessments
* Awareness / Training

* Incident Response

* Risk Assessments

» Security Operations

* Threat Intelligence

» Policy and Standards

» External Collaboration
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